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Incident response plan preparation *,~
against cybersecurity threats.

An enterprise-wide view of integrated building control systems
and sensors is essential to drive increased productivity,
operational efficiency, and improved response time to events.

Operational Technology (OT) control systems from heating and ventilation, to energy metering and power management,
fire protection and CCTV surveillance, and voice and data communications, converge in a connected environment —

transforming the way buildings and their occupants operate and interact with each other.

As organizations everywhere embrace the demand for connected environments, they should acknowledge their increased

exposure to cybersecurity threats.

Cybercriminals do not wait until you are prepared before launching their attack. So, it’s critical that you know what to do

before an cybersecurity incident occurs.

A strong cybersecurity strategy incorporating ongoing assessments and a
response plan is crucial to better defend against potential operational disruption,
financial loss or reputational damage caused by cyber-attacks.

Cybersecurity Assessments and Advisory (CSA) proactively test and develop
methodologies to help better secure your Operational Technology (OT) systems
by using our expertise, proven recommendations, leading applications, and a
robust assessment framework.

We conduct our initial assessment on site. We meet with you to present a detailed
report as well as an executive summary. We collaborate with you on strategies and
help you identify aspects in which your OT systems and facility infrastructure might
differ from traditional information technology (IT) systems.

Finally, based on your operational needs and priorities, we give you clear, precise
guidance on actions you might elect to better secure your facility.

CYBERSECURITY
ASSESSMENT (CSA)

Baseline OT Cybersecurity checkup

Identifies what OT assets you have
and how they’re connected

Finds vulnerabilities, gaps,
misconfigurations

Provides a prioritized roadmap to
improve overall OT cyber posture

CSA DELIVERABLES:
¢ Detailed Report

¢ In-Depth Analysis

e Briefing and Presentation

¢ Recommended Actions Roadmap
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HONEYWELL OFFER A HOLISTIC,
PROACTIVE AND PREVENTION CENTRIC
APPROACH TO ENHANCE PROTECTION

CYBER SECURITY POST-INCIDENT ADVISORY

It's often critical to take the right steps quickly when your facility, its Building
Management System (BMS), Operational Technology (OT) environments or
associated data become compromised.

During the immediate aftermath, there is often a need for a response team to restore
systems to a minimal-viable operating level while addressing the containment and
eventual eradication of the threat. This remediation and restoration process often
entails lowering some security controls, so it's important to conduct it from a clearly
defined set of instructions that can be referred to during and after restoration.

By working with Honeywell to address such Cyber Security incidents, you can
promote the restoration and operation of your OT systems while also safely
re-establishing Cyber Security controls.

IFACYBERSECURITY
INCIDENT OCCURS, AN
EFFECTIVE RESPONSE
PLANIS CRUCIAL

INCIDENT RESPONSE (IRA):

¢ Bespoke Incident Response Plan
for each site

Defined remediation, restoration
and response process incl. table-top
exercises for training

Defines and assigns roles,
responsibilities, and communication
steps

IRA DELIVERABLES

¢ Incident Response Plan

¢ Incident Advisory and Retainer Services

Honeywell Building Solutions
Honeywell House,

Skimped Hill Lane,

Bracknell, Berks,

RG12 1EB

buildings.honeywell.com

The information provided herein is for general informational purposes
only and is not intended and should not be construed as advice, ora

guarantee of specific results. Each customer’s circumstances, objectives,

and requirements are unique. Any products or services referenced will be
tailored to address the specific needs, and constraints of the individual
customer following appropriate consultation and evaluation.
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